Model Policy: Use Policy to Control Employee Internet and E-Mail Use

INTERNET AND E-MAIL USE POLICY

1.
Business purposes only. ABC Radiology provides its management staff with Internet and e-mail access in order to assist and enhance patient care and the practice’s business efforts. Designated employees may use the Internet and e-mail for business purposes only. Use for other purposes is not permitted.

2.
Ownership and monitoring of use. The hardware and software associated with the Internet and e-mail systems are practice property, as are any messages sent or received or records stored by these systems. ABC Radiology reserves the right to monitor the content of messages sent and received by employees and to review records of Web sites visited by employees. Employees have no expectation of, or right to, privacy in their use of the Internet or e-mail systems at ABC Radiology.

3.
Confidential information. Employees may not use the Internet or e-mail to transmit nonapproved confidential information about the practice, its employees, patients, or business activities or to transmit any information in violation of HIPAA or any other applicable laws.

4.
Forbidden uses. Employees may not use the Internet or e-mail systems for personal business purposes; to solicit funds or support for any commercial, political, religious, or charitable cause; or to express their views on these or other nonpractice-related subjects.

5.
No offensive messages. Employees may not transmit or receive via e-mail or the Internet any messages or images that are derogatory, obscene, sexually explicit, or offensive to anyone based on their gender, age, race, religion, ethnic background, or national origin. Also, employees may not view such messages on Web sites.

6.
Unauthorized viewing of other employees’ Internet and e-mail use. Employees may not view e-mail messages sent or received, or records of Web sites visited, by other employees, unless authorized by ABC Radiology.

7.
Enforcement. Employees who violate any part or parts of this policy will be subject to disciplinary action, up to and including dismissal and possible referral to the appropriate law enforcement agency.

